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WHAT IS FWAAS?

Secure

Firewall-as-a-Service (FWaaS) is a

revolutionary way of delivering firewall
services to your business. Next gen yO u r

technologies are delivered as either

cloud or on-premise services,

simplifying management and allows your n etWO r k
business to use OPEX to achieve full

end-to-end network protection.

Our virtual cloud firewall services give I r t h e

you the benefit of high availability,

up-to-date and enterprise ready d
security, implemented with the latest C O u O r

and most stable operating systems.

If you still require on-premise firewalls O n e p re m ise

then you can still use our FWaaS
products. Physical appliances can be
deployed to customers' site, monitored,
and maintained by FirstNet. With 24/7
monitoring as a standard, we also have
additional ad-on support services if you
wanted FirstNet to fully configure and
manage your firewall daily.

Key
Features

Next Generation

Next Generation Firewall capabilities. Including Application control, IPS/IDS,
DLP, Anti-Virus, CDR, sand boxing.

Full Layer 4 support

Full L4 firewalllng features allowing granular control on a per IP, Device or user
basis.

Reporting services

Tled together with our Hosted Firewall reporting providing a world class
enterprise solution for security control and visibility

High Availablity

Highly available with secure and stable operating system located in redundant
datacenters

Simple Management

Simple lIfecycle management - no need to upgrade. patch or refresh. FirstNet
handles thisall.
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Shared
Services Platform

VDOM Enterprise with Full UTP Functionality - Full featured
NGFW for network layer security.

* Includes: Firewall Policies, IPSEC, SSLVPN, Web Filtering, Application Control, DNS
Filtering, AV, IPS & SDWAN.

* Highly available

* Full life-cycle management

VDOM Lite - Great for basic security of cloud workloads

e Firewall Policies, IPSEC and SSLVPN
* Highly available

* Full life-cycle management

Add-on
features

_l_ Managed services offering for end-to-end support and
management of your firewall

_l_ FortiAnalyser as a Service for enhanced analytics and
reporting

Dedicated
Virtual Firewall Platform

Customers can run their own dedicated virtual
firewallin our cloud with dedicated compute
resources which are highly available. This ensures
high performance while allowing sizing according to
customer’s needs and also being easily scalable.

Our VirtualFirewall Offering provides all features of
the Shared Services platforms as well as the Security
Fabric and can be easily added to our FortiManager
as a Service offering for customers with multi-site /
multi-firewall deployments.
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