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Security - Cloudflare, managed by FirstNet

Protect every app. At the edge.

Cloudflare's global edge, including Johannesburg and Cape Town, protects your public apps and users. FirstNet designs,
hardens and tunes it for you, with South African engineers on your side.

300+ JNB + CPT 1 platform 1 provider
cities on Cloudflare's global local points of presence in applications, Zero Trust and one FirstNet contract and one
network Johannesburg and Cape Town network on one control plane escalation path
Sound familiar? One platform, three ways to protect your business
e Your websites, portals or APIs are targeted by
attacks. bots or abuse Protect your Keep websites, portals and APIs online and secure, with
applications always-on L3/L4 and L7 mitigation.

WAF - DDoS protection - Bot Management - API Shield - CDN and

e Your VPN is slow, exposed or hard to extend to .
Argo Smart Routing

contractors

e You pay separately for WAF, DDoS, CDN, web

Retire the VPN. Identity-aware access for staff and
filtering and VPN Secure your people .

contractors, with no inbound listeners and no backhaul to

head office.
e Branch and remote users complain about cloud Access (ZTNA) - Gateway (SWG) - Browser Isolation - CASB and
app performance DLP
e Audits or your cyber-insurance renewal demand
evidence of controls Modernise your Always-on DDoS protection for your whole IP range via BGP,
network and branches, data centres and cloud on one fabric.

- Magic Transit - Magic WAN - Magic Firewall
One edge, one control plane. No appliances to g g g

deploy and no scrubbing-centre redirect.
Consolidate separate WAF, DDoS, CDN, web Start where it hurts, then expand. Most customers begin with one pillar and add modules over
gateway and VPN contracts. time.

What FirstNet does for you
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Design Deploy Harden Integrate Manage

Map your apps, users, identity ~ SSO, MFA and audit logging. Tune WAF rules, DDoS Send logs to your SIEM or Triage, attack reviews and

and DNS into a phased plan. WAF starts in detection mode.  settings and Zero Trust FirstNet monitoring. escalation into Cloudflare.

policies.

Why FirstNet Getting started

v One accountable provider for connectivity, cloud, security and @ 30-minute discovery call. What is driving the project: an attack,
voice, with one Rapid Response entry point. a VPN refresh, a renewal or consolidation.

v Joined up with your network. Zero Trust on FirstNet SD-WAN, the @ Design session. We map your apps, users and tools, and agree a
WAF in front of apps we host, Magic Transit on FirstNet IP Transit. phased plan.

v Local engineers aligned to your change windows and South African @ Scoped pilot. Prove it on your own traffic before a wider rollout.

working hours.

v Cloudflare MSSP partner, ICASA-licensed group, ISO 27001:2022

What we will need from you: your identity provider details, control of
and ISO 9001.

your DNS and a named technical contact.

Let's elevate your security.

Book a Cloudflare discovery session with your FirstNet account team. :
y y 0861 989 896 - sales@firstnet.co.za

Cloudflare is a cloud platform and is not a managed SOC or MDR service. Features, availability and outcomes depend on solution design, scope and the signed customer agreement. Compliance remains

a shared responsibility. Cloudflare and the Cloudflare logo are trademarks of Cloudflare, Inc. All other names belong to their respective owners
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